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Incoming student mobility

UNIOS University Unit: DEPARTMENT OF MATHEMATICS 

COURSES OFFERED IN FOREIGN LANGUAGE 

FOR ERASMUS+ INDIVIDUAL INCOMING STUDENTS 

	Department or Chair within the UNIOS Unit 
	Department of Mathematics



	Study program 
	Graduate university study programme in mathematics (Master level) 

Branches: 
· Financial Mathematics and Statistics-elective
· Mathematics and Computer Science-obligatory


	Study level
	Graduate (master)




	Course title
	Cryptography and System Security

	Course code (if any)
	

	Language of instruction
	English

	Brief course description


	Syllabus.
1. Cryptography. Congruencies in cryptography. Basic properties of congruencies. Euler's theorem, prime and pseudo-prime numbers. Modeling, engineering and validation of security protocols.

2. Data encryption and decryption. Cryptosystems. RSA cryptosystem. Cryptosystems with public keys. Pseudo-random number generation.

3. Authentication. Digital signature. Infrastructure of public key and security control.

4. Security control and monitoring models. Model analysis and unreliable points in the system.

5. Protection. Multilevel secure databases. Network security and safeguard measures. Firewalls and delegate servers.

	Form of teaching
	Consultative teaching.

	Form of assessment
	The final exam consists of a written and an oral part, and it is taken after the successful completion of lectures and exercises. Successful participation in mid-term exams (or homework) replaces obligatory participation in the practical part of the exam. Students can influence their final grade by writing homework and seminar papers.

	Number of ECTS
	6

	Class hours per week
	2+2+0

	Minimum number of students 
	

	Period of realization 
	Winter semester



	Lecturer
	Dr. Ivan Soldo, Assistant Professor
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